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their computing efficiency, and examine security criteria grounded on recent
research and standardizing initiatives like those under NIST. Our results show
that hybrid PQC models create difficulties in terms of key management,
computational overhead, and implementation complexity even if they improve
security by reducing risks related with both conventional and quantum attacks. A
comparative study shows among several hybrid systems the trade-offs in terms of
encryption speed, key sizes, and resource use. Moreover showing the feasibility of
PQC hybridizing in IoT, cloud computing, and block chain security are pragmatic
uses of PQC hybridizing in which case appropriate protocols are needed for broad
acceptance. At last, our work emphasizes the significant contribution hybrid PQC
models provide in the transitional period producing a quantum secure environment.
To enable basic integration into the present digital infrastructure, future research
should focus on improving the efficiency of hybrid cryptosystems, optimizing key
exchange mechanisms, and regulating standardization concerns.  The findings of
this study support the present discussion on post quantum security and provide
data for academics and corporate leaders aiming for the next generation of
cryptographic solutions.
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INTRODUCTION

As quantum computing quickly improves, it quickly becomes a danger to traditional security
systems, especially those that use RSA, ECC, and other public key encryption models. Modern
cryptographic security is based on the computational intractability of mathematical problems
such as discrete logarithm calculations and integer factorization, which conventional computers
cannot effectively solve. But as they may be effectively cracked in polynomial time on a
sufficiently big quantum computer, these cryptographic primitives become extremely
susceptible with the development of quantum algorithms such as Shor's algorithm (Shor, 1999).
Moreover, Grover's method speeds brute-force assaults on symmetric encryption schemes such
as AES, halving their effective key length and severely compromising their security (Grover,
1996). These weaknesses call for the immediate creation and implementation of quantum
resistant cryptographic systems to guarantee digital infrastructure's long term security. Post
quantum cryptography (PQC) has surfaced as a potential topic seeking to create cryptographic
algorithms immune to quantum assaults in response to these quantum dangers. PQC seeks to
build classical cryptographic techniques that remain safe even in the presence of quantum
adversaries, unlike quantum cryptographic protocols depending on quantum physics. Leading
the charge in standardizing post quantum cryptography algorithms via a comprehensive review
program started in 2016 is the National Institute of Standards and Technology (NIST, 2022).
NIST's PQC standardizing effort aims to find scalable, safe, effective, quantum resistant
cryptographic systems that can either readily replace or combine with current cryptographic
systems. Proposed and widely investigated for their resistance against quantum assaults are
many cryptographic families: lattice-based, code-based, hash-based, multivariate Poisson, and
isogeny-based (Bernstein & Lange, 2017). Although PQC shows great promise, a full shift from
conventional encryption systems to entirely quantum resistant models is hampered in several
ways.

Especially for resource-constrained environments like embedded devices, cloud
computing, and the Internet of Things (IoT), adoption of PQC requires overcoming
computational overhead, increased key sizes, interoperability concerns, and implementation
complexity (Hoffstein et al., 2014). Given these difficulties, hybrid cryptography techniques
have been suggested as a practical temporary fix to reduce the hazards connected with quantum

computing while still allowing backward compatibility with current systems. Combining
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conventional cryptographic systems with quantum-resistant methods, these hybrid models
guarantee a balance between security, economy, and computing feasibility (Micciancio & Regev,
2009). A thorough investigation of hybrid PQC models is given in this review paper together
with their security consequences, performance trade-offs, and pragmatic implementation issues.
In real-world applications including block chain security, cloud storage, safe communication
protocols, and Internet of Things networks, key size, computational efficiency, encryption
speed, and resource consumption are systematically evaluated to systematically assess the
viability of hybrid cryptographic techniques (Nguyen et al., 2022). Furthermore, discuss in the
article about the continuous NIST standardizing initiatives and their effects on the path of post
quantum security. Given the increasing threat of quantum computers, post-quantum
cryptography solutions become ever more important. Different advantages and trade-offs
abound from lattice-based, code-based, hash-based multivariate Poisson and isogeny-based
encryption; lattice-based encryption is most likely to lead to standardizing; hybrid
cryptographic techniques are another viable approach to reach security unaftected by quantum
computing; the government, companies, and academic institutions must keep learning and

cooperating if future PQC implementation is to go off smoothly.

LITERATURE REVIEW
CLASSICAL CRYPTOGRAPHIC SYSTEMS AND THEIR CONVENTIONS

For decades, safe communication and data protection have been based on classical
cryptographic methods, which guarantee digital transaction authenticity, confidentiality, and
integrity. One can generally divide these cryptographic techniques into symmetric-key and
asymmetric-key encryption systems. For large scale data encryption, symmetric encryption
which includes the Advanced Encryption Standard AES uses a single shared key for both
encryption and decryption makes great efficiency. Symmetric encryption does, however, have
key distribution issues since securely distributing a secret key between communication parties
is a non-trivial difficulty. Public-key cryptography (PKC), sometimes known as asymmetric
encryption, was developed to help to offset this by enabling safe communication free of pre-
shared keys (Boneh et al., 2025). The computational difficulty of mathematical problems

provides the security of public-key cryptosystems such Elliptic Curve Cryptography (ECC) and
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the Rivest-Shamir-Adleman (RSA) algorithm. While ECC is based on the Elliptic Curve
Discrete Logarithm Problem (ECDLP), RSA first presented in 1978 depends on the difficulty
of factoring big prime numbers (Nithiyanandam & Raj, n.d.). Thanks to their strong security
assurances, these cryptosystems have been embraced extensively in many sectors, including
government, healthcare, and financial ones. But with quantum computing, the security of these
crypto currencies is seriously threatened. Shor's method, originally forth in 1994, shows that a
sufficiently strong quantum computer may effectively factor big integers and compute discrete
logarithms in time, therefore posing a main danger. This would essentially destroy RSA and
ECC, therefore making conventional public-key encryption methods obsolete (Kim & Kim,
2025). Likewise, Grover's algorithm compromises symmetric encryption techniques including
AES and cryptographic hash functions like SHA-256, therefore lowering the security strength
of these cryptographic primitives by half and hence calling for the use of bigger key sizes to
preserve sufficient security (Kumar et al., 2024). Traditional cryptographic systems are getting
more vulnerable to attacks as quantum computing develops, which calls for a change toward

quantum resistant cryptographic methods.

POST-QUANTUM CRYPTOGRAPHY (PQC) EMERGENCE

Researchers have created several post-quantum cryptography (PQC) methods to handle the
weaknesses presented by quantum adversaries. PQC guarantees practical efficiency and
scalability while working to design encryption systems that remain safe against both classical
and quantum computers (Tom et al., 2024). Launching a multi phase review procedure to
evaluate cryptographic schemes depending on security, computational efficiency, and deploy
ability in real world applications the National Institute of Standards and Technology (NIST)
has been instrumental in standardizing PQC algorithms. Strong contenders among the five
main families of PQC algorithms are lattice-based, code-based, hash-based, multivariate

Poisson-based, and isogeny-based cryptography(NIST, 2022).

LATTICE-BASED CRYPTO-BASED SECURITY

Strong security guarantees and computational efficiency of lattice-based cryptography make it

among the most exciting methods in PQC. Based on the hardness of mathematical problems
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including Learning With Errors (LWE), Shortest Vector Problem (SVP), and NTRU-based
encryption which remain computationally infeasible even for quantum computers these systems
are based Regev first presented LWE in 2005 it is the basis for several lattice-based
cryptographic primitives including homomorphic encryption, digital signatures, and encryption
(Victory & Yazid, 2023). For public-key encryption and key encapsulation mechanisms (KEMs),
NIST has chosen CRYSTALS-Kyber; for digital signatures, CRYSTALS-Dilithium. While
keeping effective key sizes and computing performance, these systems provide great security
against quantum assaults (Alagic et al., 2025). One of the main benefits of lattice-based
cryptography is its possible support of fully homomorphic encryption (FHE), which allows
calculations on encrypted data without decryption, therefore highly appropriate for privacy

preserving uses like safe cloud computing (Gajland et al., 2023).

CODE-BASED CYBERSECURITY

Initially presented by McEliece in 1978, code-based cryptography systems depend on the
hardness of decoding random linear codes. Code-based cryptography is among the most secure
post-quantum substitutes even if it is one of the oldest PQC methods and has survived decades
of cryptanalysis (Gajland et al., 2023). Resilience against quantum assaults makes the Classic
McEliece encryption system a top choice in the NIST PQC standardizing process. The main
disadvantage of code-based encryption is its quite high key sizes, which can be useless for some
uses. For uses needing high security guarantees, such as secure communications in military and
government sectors, its long standing security record makes it a reasonable choice (Debnath et
al., 2024). While maintaining their security features, researchers keep investigating methods to

maximize important sizes and raise the efficiency of code-based cryptographic systems.

CRYPTOGRAPHY BASED ON HASHES

Secure digital signatures in hash-based cryptographic systems are built from cryptographic
hash functions. Hash-based signatures survive quantum assaults unlike other PQC techniques
since they do not depend on number-theoretic hardness assumptions. Based on Merkle tree
signature construction, NIST has chosen the SPHINCS+ signature scheme for standardizing

because of its high-security proofs and practical implementation ability (Garms et al., 2024).
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Simple and well-understood security features of hash-based encryption are among its key
benefits. These systems are less fit for resource limited situations like Internet of Things (IoT)
devices, though, because of rather large signature sizes and rising computing costs (Turnip et
al., 2025). Not with standing these restrictions, hash-based cryptography is still a fundamental

aspect of the PQC scene especially for digital signature uses.

CRYPTOGRAPHY USING MULTIVARIATE POISSON

The hardness of solving systems of multivariate quadratic poisson equations over finite fields
forms the foundation of multivariate poisson cryptography. These systems present great
difficulties including big signature sizes complicated key generating techniques and
susceptibility to some algebraic attacks even if they provide the possibility for post-quantum
security. Notwithstanding these disadvantages, multivariate cryptography is still a field of
ongoing research with ideas like Rainbow under consideration for standardizing (Victory &
Yazid, 2023). Multivariate cryptography's great computational complexity makes it not yet
extensively used in useful applications. Nonetheless, continuous research seeks to increase the
security and efficiency of these systems, therefore rendering them more feasible for practical

application (Kumar et al., 2024).

BASED ON ISOGENY-BASED CRYPTOGRAPHY

One of the more recent additions to the PQC study is isotropic-based encryption, which
depends on the challenge of computing isogenies across elliptic curves. For applications with
limited bandwidth, these systems appeal with their reduced key sizes compared to other PQC
techniques. Recent attacks on the SIDH (Supersingular Isogeny Diftie-Hellman) protocol,
however, have generated questions about the long term security of isogeny-based
cryptographic systems (Sajay et al, 2019). Although isogeny-based encryption is still a
tascinating field of research, its feasibility as a post quantum fix is unknown. Before these
programs can be generally embraced, more study is required to solve security flaws and raise

their efficiency.
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HYBRID QUANTUM CRYPTOGRAPHIC MODELS

A transitional approach for companies looking for quantum security without instantaneous full
scale migration to PQC has drawn interest in hybrid cryptographic models. To guarantee
backward compatibility and improved security, these models combine conventional
cryptographic methods with quantum resistant algorithms. Applications like block chain
security, cloud computing, IoT networks, and safe key exchange protocols have looked at
hybrid PQC(Imam et al., 2021). Hybrid cryptographic models will be very important in
preserving security while reducing the disturbance of current systems as the switch to PQC
advances. Smooth integration of PQC into real world systems depends on ongoing research
and development (Nosouhi et al., 2023). The continuous expansion of the cloud computing
sector makes strong security solutions essential to protect data transfers across many platforms.
Research on hybrid cryptographic solutions is under progress since conventional cryptographic
methods cannot solve current issues even with their simplicity. Demonstrating enhanced
performance in hybrid models offer a Modified-RSA technique using three prime integers
instead of the traditional two to boost security. Especially in cloud systems, their research on
two-layer hybrid cryptographic techniques gives important fresh angles on encryption and
decryption efficiency (Debnath et al, 2024). Countermeasures for the new issues in
cryptographic security surface brought with this development in quantum computing are
Quantum Key Distribution (QKD) and Post-Quantum Cryptography (PQC) (Garms et al., 2024)
provide a unique hybrid key exchange system combining the information theoretically sate
architecture of PQC and QKD by using their respective merits. Apart from fixing the inherent
scale problems of QKD, our method ofters forward and post compromise security, therefore
ensuring defense against most possible cryptographic weaknesses. Practical implementation is
shown by aggregating various technologies into a single field programmable gate array (FPGA)
platform, hence opening the path for flexible quantum safe networks. Examining all of these
studies taken together reveals that, as cryptographic issues evolve, hybrid solutions can assist
to enhance security and speed (Tanwar et al., 2024). Post quantum cryptography (PQC) has
lately undergone some fascinating developments, particularly with the publication of hybrid
solutions combining PQC techniques with more conventional encryption approaches.

These hybrid solutions from classical to post quantum security transition from

conventional security to security not readily rejected depending on present encryption
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standards. By stressing the requirement of PQC and hybrid solutions to handle quantum
issues, Otieno's research offers a whole picture of how quantum computing affects network
security (Otieno, n.d.). Practically, hybrid PQC combines post quantum systems like Kyber
ML-KEM and Quantum Key Distribution (QKD) with classical key exchange methods such
as RSA and Elliptic Curve Cryptography (ECC) (Xia et al., 2023). This method guarantees
against both conventional and quantum threats to data security. Based on lattice issues
resistant to quantum computers, Virgil Security's hybrid algorithm, for instance, uses Round5
tfor key encapsulation and Falcon for digital signatures both based on (Gaetani et al., 2017).
One of the main features of hybrid PQC is its capacity to present a harmonic mix between
security and economy. For instance, although it raises computational burden a layered hybrid
technique makes more layers of post quantum encryption possible without interfering with
current applications (Aad et al., 2021). Conversely, composite hybrid models derive a
composite key from several negotiation protocols, hence improving security by forcing an
adversary to violate all schemes. Comparisons of hybrid PQC encryption performance draw
attention to security benefits and efficiency. Xu et al. for example go over the possibilities of
quantum safe methods such as QKD and PQC, stressing their part in preserving network
privacy (Xu et al,, 2023). Crucially for general adoption, Banerjee et al. concentrate on
speeding PQC using energy efficient crypto-processors (Banerjee et al., 2020). Emerging as a
required defense against quantum attacks 1is post quantum cryptography (PQC) Leading
initiatives to standardize quantum resistant algorithms, especially CRYSTALS-Kyber and
CRYSTALS-Dilithium have been the National Institute of Standards and Technology (NIST)
(Aad et al,, 2021). Recent statistics, however, have exposed problems in some PQC candidates
who ask questions about their long term survival. Investigating zero vulnerability computing
and other approaches will help to raise quantum resistance. New cyber security solutions
derived from quantum technologies themselves could be unalienable cryptographic
computations and device independent quantum key distribution (Liu & Moody, 2024)
(Raheman, 2022). Future privacy protection depends on PQC being included into IoT systems
and smart infrastructure; present projects and pilots proving valuable use in sectors as the
Internet of Vehicles (Malina et al., 2021). Rising as a critical protection against quantum
attacks jeopardizing current cryptographic systems is post quantum cryptography (PQC).
Among additional quantum resistant solutions, lattice-based, code-based, hash-based,

isogeny-based, and multivariate algorithms are present (Alhat, 2024; Luukkanen, 2022).
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Thanks in part to NIST PQC standardization procedure, important algorithms as
CRYSTALS-Kyber and CRYSTALS-Dilithium has been discovered. Researchers are looking
at how PQC could be added into TLS and ACME network protocols. Combining pre
quantum and post quantum technology is advised to guarantee a smooth transition and save
backward compatibility. Worldwide collaboration in standards and policy formation,
continuous education, and multidisciplinary research are prerequisites for creation of

quantum resistant cryptograph solutions (Luukkanen, 2022).

COMPARATIVE ANALYSIS OF HYBRID PQC APPROACHES

As quantum computing develops, conventional encryption methods such as RSA and AES
could be vulnerable. Developed to solve these issues are post quantum cryptography (PQC)
techniques including Kyber-512 and NTRU. Typical transitional solutions are hybrid
encryption systems combining conventional and post-quantum approaches. Emphasizing
important performance factors including encryption/decryption speed, security strength,
computational cost, and practical deploy ability; this paper contrasts several cryptographic

methods using data from many scholarly papers.

COMPARISON OF CRYPTOGRAPHIC TECHNIQUES OF DIFFERENT STUDIES
TIME COMPLEXITY, THROUGHPUT AND SPACE COMPLEXITY

(Septien-Hernandez et al., 2022) discuss in study first bar graph shows how long different
cryptographic styles take to run, using figures to represent their execution times. Among
the styles examined, Triple DES takes the longest time (250), making it the slowest option.
RSA is close behind at 200, and the mongrel system (RSA AES) has a high complexity of 150.
In contrast, AES is the fastest with the smallest time complexity (50), meaning it works more
efficiently. DES and Blowfish are in the middle, with scores of 100 and 75, respectively. (Durge
& Deshmukh, 2025) shows in study that symmetric crucial algorithms (AES, Blowfish, and
DES) are generally briskly than asymmetric (RSA) and mongrel styles, which are more secure
but slower because they require more computing power. The relative analysis of cryptographic
algorithms grounded on time complexity, space complexity, and output reveals significant

tradeofts between performance and resource operation. In terms of time complexity, AES
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demonstrates the fastest performance (50 units), followed by Blowtfish (75), while Triple DES
(250) and RSA (200) show the loftiest detainments, indicating their fairly slower processing
times. Mongrel (RSA+AES) strikes a balance with moderate time complexity (150). Regarding
space complexity, RSA and Triple DES bear further memory, while AES and DES are more
memory efficient. Blowfish and the cold blooded model lie in the mid range. For outturn,
which measures the volume of data reused per second, the cold blooded approach (RSA AES)
delivers the loftiest rate (200 KB/s), followed by AES and Blowfish, while RSA again ranks
the smallest (50 KB/s). These results suggest that while mongrel models increase
computational and space conditions, they also give superior performance, making them feasible

choices where performance and security are both critical.

Throughput (KB/s) Time Complexity
Hybrid (RSA+AES) 2B
50
Blowfish I
100
DES
7%
AES
b 150
RSA N riple DES 250
100 150 200 250
Space Complexity
¢ c
—ne o
s
e
e
AES Blowfish Triple DES
R3A DES Hybrid

Figure 1: Time Complexity, Throughput and Space Complexity of Encryption Techniques.

Table 1: Comparison Table of Different Studies Results.

Time Space
Algorithm Throughput (KB/s) Type
Complexity = Complexity
AES 50 Low ~150 Symmetric
Blowfish 75 Medium ~125 Symmetric
DES 100 Low ~100 Symmetric
RSA 200 High ~50 Asymmetric
Hybrid Hybrid
150 Medium-High  ~200
(RSA+AES) (As+Sym)
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Time Space
Algorithm Throughput (KB/s) Type
Complexity = Complexity

Triple DES 250 High ~170 Symmetric

Table 2: Table 2 shows a relative assessment of several cryptography techniques. The resulls of many studies are compiled in

this table together with evaluations of important securily issues, performance standards, and resource usage.

Practical
Technique Key Security Encryption Decryption CPU
Paper Title Deploy
Used  Size Level Speed Speed Usage
ability
Envisioning the
Future of Cyber 1632 Strong
Rybers12 0.2 ms 0.21 ms Low High
Security in Post- bits (PQC)
Quantum Era
Enhancing
Symmetric
) 256 ) )
Encryption AES-256 b Classical 15 ms 14 ms Low High
1ts
Using Digital
Signatures
2048
Securing Cloud bits
~ RSA-2048 )
Data: A Hybrid AES + Moderate 300 ms 290 ms High Moderate
_l’_
Approach 256
bits
Algorithmic
Security is
699 Strong
Insufficient: A NTRU ) 8 ms 7.8 ms Medium  High
bits (PQC)
Survey on PQ
Attacks
Comparative AES vs. 256 Classical AES: 15 ms, AES: 14 ms, AES: Low, AES:
assica
Analysis of AES RSA bits RSA: 300  RSA: 290 ms RSA: High High,
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Practical
Technique Key Security Encryption Decryption CPU

Paper Title Deploy
Used  Size Level Speed Speed Usage
ability
and RSA VS. ms RSA:
Algorithms 2048 Moderate
bits
A Comparative 1632
Rybers12:  Kybers12:  Kybers12:
Study of Post- bits
Rybers12 Strong 0.2 ms, 0.21 ms, Low, Both
Quantum VS.
vs. NTRU (PQC) NTRU:8 NTRU:7.8 NTRU: High
Cryptosystems 699
ms ms Medium
for IoT bits

PERFORMANCE METRICS ANALYSIS

Many studies comparing different encryption methods offer interesting evaluations of their
security, speed, and cost. Graphs show post quantum cryptography (PQC) systems like Kyber-
512 and NTRU as well as traditional encryption methods such as RSA and AES. Among them,
they show very notable diftferences and trends. About how cryptographic security has changed
since quantum computing, many schools of view exist. Of these points of view, those of security,
computer load, encryption speed, and study concentration stand first. This way one can learn

more about this phenomenon.

ENCRYPTION SPEED COMPARISON BAR CHART

The encryption speed of different cryptographic systems determines their practicality and
efficiency. The bar chart comparing AES-256, RSA-2048, Kyber-512, and NTRU shows clearly
the performance variation between traditional and post quantum encryption methods.
Envisioning the Future of Cyber Security in Post Quantum Era: A Survey on PQ
Standardization, Applications, Challenges, and Opportunity claims that Kyber-512 has the
quickest encryption speed just 0.2 ms while RSA-2048 takes over 300 ms. Whereas NTRU
comes in second with 8 ms, AES-256 has a constant encryption duration of 15 ms (Comparative

Analysis of AES and RSA Algorithms for Data Security in Cloud Computing). The preferable
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option for forthcoming cryptographic implementations based on the results is post quantum
encryption methods like Kyber-512, which keep high security and show rather quicker speed
than RSA. Furthermore shown on the bar chart are hybrid cryptographic methods, which
combine RSA and AES (Securing Cloud Data: A Hybrid Encryption Approach with RSA and
AES for Enhanced Security and Performance). These approaches have additional computational
costs. Because they are needed for several encryption and key exchange processes, they are
slower than stand-alone post-quantum techniques. These findings underline the need to change
from standard encryption to PQC techniques to improve security and efficiency.

Encryption Speed Comparison of PQC Hybrids

102 L

101 L

Encryption Speed (ms)

10°F

AES-256 RSA-2048 Kyber-512
Cryptographic Techniques

Figure 2: Different Studies PQC Encryption Speed Chart.

SECURITY Vs COMPUTATIONAL COST SCATTER PLOT

Selecting a cryptographic technique means making a major decision between security and
computational expense. As the security against CPU use scatter plot shows, some encryption
techniques are good in balancing security with processing demands. Protection algorithms are
not flawless. A thorough investigation of the execution hazards that can undermine post
quantum security reveals that, at the lowest feasible processing cost, NTRU and Kyber-512
offer the best defense against quantum attacks. Kyber-512 is meant to offer post quantum
security using just around 2% of the CPU. However, RSA-2048 may be attacked with quantum
computers and employs a lot of CPU resources (25% of the time); hence it is not suitable for
long term security. Though it is still valuable for conventional cryptography jobs and utilizes
Just 5% of CPU power, a review of the research on RSA, DES, and AES encryption algorithms
reveals that AES-256 will not operate in the post quantum period. It is not immune to

variations in quantum physics either. According to the line, we must change to PQC

61



approaches if we want to create more efficient and safe computers.

Security vs. Computational Cost
5.0l xKyber-5123¢ NTRU

4.5t

PQC Secure)

4.0

3.5F

3.0

Classical, 5

2.5

201

1.5}

Security Level (1

1.0t 3 AES-256 w RSA-2048
5 10 15 20 25
CPU Usage (%)

Figure 3: Security Comparison of Different Studies.

PERFORMANCE TRENDS FROM 2018-2024 LINE GRAPH

Mostly depending on the evolution of cryptography performance throughout time, the
techniques that stay feasible as computer capabilities increase rely on their nature. The line
graph showing development in performance trends from 2018 to 2024 shows improvements in
encryption speed among several cryptographic techniques. With improvements in its
mathematical framework and hardware execution, Kyber-512 has drastically shortened its
encryption time from 2.0 ms in 2018 to 0.2 ms in 2024. This is reported in the publication A
Comparative Study of Post Quantum Cryptosystems for Internet-of-~Things Applications.
Minimal performance enhancements by NTRU have resulted in a 12 ms in 2018 encryption
time drop to 8 ms in 2024. By comparison, throughout time RSA-2048 and AES-256 have seen
very little performance improvement. RSA-2048 remains computationally costly despite small
improvements; it requires significant processing capability and memory. Because of its
essentially similar design, AES-256 offers no appreciable speed increases even with its stability.
The lifetime of cryptographic methods depends on their adaptability to changing security
concerns; consequently, the results show that post quantum encryption systems are fast

developing while conventional algorithms are reaching their performance limits.
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Performance Trends from 2018-2024
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Figure 4: Performance Trends Of Each Encryption Algorithms of Different Studies.

MULTI-METRIC COMPARISON OF PQC METHODS (FIGURE 5: HEAT MAP)

Cryptography methods must be studied in depth by looking at many topics at the same time.
Using key size, encryption speed, decryption speed, CPU use, RAM utilization, and quantum
security as measures, the heat map compares PQC techniques and provides an overview of the
benefits and disadvantages of every strategy. Improve symmetric encryption using digital
signatures and cloud data security: With its largest key size of 2048 bits and CPU utilization
of 25%, RSA-2048 is not suited for current applications according to a hybrid encryption
approach. Among PQC systems, Kyber-512 is among the most effective ones as its suitable
trade-off between processing cost, quantum security, and encryption/decryption time’s delivers.
Though it has significantly greater processing needs, NTRU trumps Kyber-512, especially in
terms of RAM consumption. Though Kyber-512 and NTRU increase quantum resistance,
AES-256 is still valuable for classical encryption. Regarding performance and resource use, the
heat map findings show that PQC algorithms are usually more effective than RSA-based

encryption systems.
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Comparison of PQC Methods Across Multiple Metrics
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Figure 5: Heat Map of Algorithms of Different Studies Results.

RESEARCH FOCUS DISTRIBUTION IN PQC PAPERS (FIGURE 6: PIE CHART)

Research aims of the cryptography community clearly show the shift to post quantum security.
According to the pie chart showing the distribution of research focus in PQC papers, lattice-
based cryptography especially Kyber-512 predominates PQC research comprising 40% of all
studies. Along with projections for the future of cyber security in the post-quantum era, the
comparison of AES and RSA algorithms confirms that lattice-based encryption methods
especially those related to NIST PQC standardizing efforts have attained notable acceptance
due to their efficiency and security guarantees. Showcasing the McEliece encryption system,
code based cryptography represents 20% of research efforts and mostly emphasizes long term
security despite challenges related to huge key sizes. Each reflecting 15% of research, hash-
based cryptography, and hybrid cryptographic models demonstrate a growing interest in the
merging of conventional and quantum resistant encryption techniques. The results show that
although lattice-based encryption already rules PQC standards, hybrid models offer a workable

route for small changes toward post quantum security.
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Distribution of Research Focus in PQC Papers

Hybrid Cryptographic Maodels

Hash-based PQC

Lattice-based PQC
Code-based PQC

Figure 6: Studies of Different Techniques for Writing Survey Paper.

SECURITY AND PERFORMANCE CHALLENGES
CHALLENGES AND OPEN RESEARCH ISSUES

Including hybrid Post-Quantum Cryptography (PQC) in modern security systems involves
several difficulties and restrictions. Hybrid PQC presents challenges in terms of performance,
compatibility, standardizing, and pragmatic implementation even if it might raise
cryptographic resistance against quantum hazards. Important difficulties and unanswered

research concerns related to hybrid PQC methods are presented in this part.

LIMITATIONS OF HYBRID PQC APPROACHES

Post quantum cryptography systems produce a significant processing burden that limits hybrid
PQC systems. Many PQC systems, most notably those based on lattice-based cryptography;
need extra processing capabilities and memory, which can make their implementation in
practical uses difficult. Studies show that algorithmic security by itself is inadequate since

implementation flaws allow side channel attacks to get through systems (Gupta et al., 2020).
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The lack of long term security assurances poses extra issues since some PQC alternatives are
still under research and their resistance to quantum and classical cryptanalysis is not yet fully

established (Zhang & Liu,2022).

CHALLENGES IN INTEGRATING HYBRID PQC WITH EXISTING SYSTEMS

Using hybrid PQC in modern cryptographic systems causes mostly integration and
compatibility problems. Conventional systems especially in the political and financial domains
are dependent on accepted cryptographic standards like RSA and ECC, thus a change to PQC
non-trivial is not easy. Research on hybrid implementations in TLS exposes challenges
guaranteeing complete compatibility between conventional and quantum resistant systems
without reducing performance. Standardizing is still challenging as well as regulatory
authorities including NIST PQC Report, 2023 are already developing post quantum encryption
standards, hence generating confusion on the optimum implementation techniques for hybrid

models (Zhao et al., 2023).

THE NEED FOR LIGHTWEIGHT HYBRID PQC MODELS FOR 10T

Requirements for Internet of Things Lightweight Hybrid Post Quantum Cryptography Models
Hybrid post quantum cryptography applied in the Internet of Things (IoT) and edge
computing environments still has great difficulty due to resource limitations. IoT devices
frequently have limited processing capabilities; power, and memory, hence direct use of
computationally expensive PQC algorithms is not realistic (Z. Chen et al, 2023). On
polynomial multiplication techniques for lightweight post quantum cryptography demonstrate
that enhancing cryptographic calculations could assist in removing these limits. Still, it's a
challenging topic for research to find a low power gadget that strikes the ideal mix of security

and efficiency.

SECURITY GAPS AND IMPLEMENTATION FEASIBILITY

Not with standing developments in PQC research, certain security and feasibility issues persist.

The absence of thorough real world security studies for hybrid systems begs concerns.
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Although real deployment brings more problems like implementation assaults and
unanticipated side channel vulnerabilities, the theoretical study offers information on predicted
security degrees (Singh, 2024). Furthermore, additional investigation is required on the
performance eftects of hybrid encryption in high velocity networks like 5G systems and cloud
architectures. First assessments of hybrid TLS systems show the tradeoft between improved
security and higher latency, therefore perhaps affecting widespread acceptability. Final
Evaluation Hybrid PQC offers a practical way to move to quantum-resistant security even as it
is compatible with current cryptographic methods. Still, processing efficiency, integration
complexity, [oT flexibility, and real world security assessments are among the very important
topics for further studies (F. Chen et al., 2021). Overcoming these limitations via optimum
algorithms, effective hardware implementations, and upgraded standards will help to generally

embrace hybrid post-quantum cryptography systems.

FUTURE DIRECTIONS AND RECOMMENDATIONS

The ongoing development of quantum computing calls for a change from traditional encryption
methods to post quantum security architectures. Stressing the importance of global
standardization efforts to reduce risks, including "store-now-decrypt-later" attacks, the
document development of a consistent framework will help to smoothly transition to post
quantum cryptographic methods. Furthermore, hybrid cryptographic models combining
conventional and post quantum methods call for more investigation to reduce computing costs
and maintain security by combining strategies. Resolving compatibility problems in several
spheres, including IoT, block chain, and cloud security, would help PQC solutions to be
appropriately used (Singh, 2024).

One approach under research to improve data security is the symmetric encryption
paired with digital signatures. Even with the processing economy, the Elliptic Curve Digital
Signature Algorithm (ECDSA) and AES used together have proven benefits in integrity and
authentication (Septien-Hernandez et al., 2022). Still, key management is challenging work,
especially for major projects. Investigating further hybrid cryptographic models combining
symmetric encryption with post quantum signature approaches like Falcon and CRYSTALS-
Dilithium should take the front stage in future studies. Moreover, lightweight key management

systems have to be set to increase security without sacrificing speed. The scalability of hybrid
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encryption techniques calls for evaluation in IoT cloud computing and large scale distributed
systems (Bansal et al., 2022). With hybrid encryption techniques using AES for data encryption
and RSA for key exchange very popular, cloud data security presents a major challenge. While
these techniques offer high security guarantees against conventional attacks, their vulnerability
to quantum issues calls for replacing RSA with post quantum key encapsulation techniques
such as Kyber-512 (Z. Chen et al,, 2023). The development of hybrid cryptographic systems
including lattice-based post quantum cryptography techniques with AES will help to maintain
security and economy. Research on appropriate implementations of hybrid post quantum
cryptography for data sharing applications and cloud storage should be done to enhance the
resilience of cloud security systems (Durge & Deshmukh, 2025). Organizations must first give
the migration from RSA to post quantum cryptography based key encapsulation technologies
top importance first priority if they want to offer continuous security in the cloud environment.
If we wish to lower the compute burden connected with the integration of post quantum
cryptography in cloud computing, security evaluations must consider computational efficiency
and scalability. Still, a major concern is post quantum encryption systems' sensitivity to side
channel attacks (Ahn et al., 2022). By their excellent theoretical security, post quantum
cryptography (PQC) systems Kyber, Dilithium, and Falcon show sensitivity to power analysis,
fault injection, and timing assaults. The key focus of forthcoming studies should be the
development of side channel resistant post quantum cryptography solutions against temporal
and power attacks. Research on post quantum cryptography techniques fit for embedded
systems and constrained equipment can help to offer security in environments with limited
resources. Moreover, solutions for hardware acceleration including FPGA-based
implementations have to be evaluated to increase PQC framework security (Z. Chen et al,
2023). Post quantum encryption systems will assist to protect against side channel attacks by
including masking, blinding, and fault-tolerant designs. PQC security must also be assessed
against actual attack scenarios in order to expose flaws and improve solutions. In increasing
study for Internet of Things applications, post quantum cryptosystems Kyber, NTRU, and
FrodoKEM are among those in development. Based on memory economy, Kyber-512 shows
the ideal mix between security and performance even if NTRU shows higher computational
overhead (Ahn et al,, 2022). Limited resources prevent PQC from being implemented in IoT.
Improving PQC algorithms should be the main focus of later research to reduce memory

utilization and computation complexity. Safe communication depends on carefully researching
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lightweight post quantum cryptography technologies meant for embedded devices and IoT.
Furthermore under investigation should be PQC solutions with energy efficiency to
address IoT security power consumption problems. Using Kyber-512 and other lightweight
post quantum cryptography methods will let IoT device creators deliver security with little
processing load. Although standardization groups should create IoT-specific post quantum
cryptography systems to allow safe communication in resource constrained devices, additional
research should concentrate on improving the efficacy of key exchange techniques under
limited situations. Under cloud computing systems, the comparison of AES and RSA underlines
the performance compromises among numerous conventional encryption techniques (Chaloop
& Abdullah, 2021). Although RSA ensures strong authentication, AES provides faster speed
and less computer complexity. Both approaches are vulnerable to quantum assaults and need a
change to post quantum cryptography (PQC). Post quantum encryption techniques coupled
with Kyber-512 and NTRU help to increase security in cloud systems by means of AES. Post-
quantum hybrid cryptographic systems future direction of cryptographic security will be
shaped by the combination of quantum resistant technologies with traditional encryption. Next
research has to primarily aim to guarantee scalability, enhance post quantum cryptography for
use in the real world, and create systems resistant to side channel attacks (Liu & Moody, 2024).
The examined studies underline the need for security enhancement, efficiency optimization, and
standardizing to support PQC. Working together, governments, businesses, and research
organizations may hasten post quantum cryptography standardizing initiatives and offer

strong security solutions for the quantum future.

CONCLUSION

Analysis of post quantum cryptography hybrid systems emphasizes the need to switch from
conventional cryptographic techniques to quantum resistant security designs. Post quantum
cryptography systems have to be created as conventional encryption methods are tested by
developments in quantum computing. Research shows that hybrid cryptographic systems that
combine post quantum encryption techniques like Kyber-512 and NTRU with conventional
algorithms like AES and RSA offer a great mix between security and economy. These hybrid
solutions provide a slow transition and backward compatibility with current systems, therefore

removing the hazards related to fast migration. Though their potential is great, hybrid
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cryptography systems have serious problems like increased computing costs, key management
problems, and side channel attack vulnerabilities. The main emphasis of the study is on
incorporating post quantum cryptography methods into IoT networks, cloud computing, and
blocks chain security systems. Post quantum cryptography systems must be scalable, strong,
and efficient if they are to withstand implementation based assaults in practical uses.

Continuous developments in post quantum cryptography standards monitored by NIST
and other international organizations will define the future security and efficacy of
cryptographic systems. The study emphasizes the importance of ongoing research to produce
hybrid post-quantum cryptography systems, which seek to reduce processing needs while
maintaining strict security criteria. Cooperation among governments, businesses, and academic
institutions will hasten the implementation of PQC-based security solutions spanning several
sectors. To enable the general acceptance of standardized post quantum cryptography solutions,
future research has to focus on developing side-channel-resistant cryptographic frameworks
and raising the efficacy of post quantum cryptography implementations. Legislators, security
experts, cryptographers, and corporate leaders have to guard digital infrastructure against any

quantum hazards on the safe road to a post quantum future.
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