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INTRODUCTION

The first key function of SDN services operate as a network system for data transfer between
users who become part of the SDN subscription. A SDN contains all private network
characteristics because its operational design mandates this privacy feature. The question
remains valid since we need to determine what makes a network system private. The
deployment of private network services creates a secure environment that provides exclusive
network-related access to chosen users [1, 27. All teletraffic starting and ending inside a
private network uses only network nodes that exist within its domain. As a feature of private
networks, there exists traffic isolation. The private traftic network exists independently from
all other types of traffic that are not part of this network. Last but not least the virtual nature
defines SDN as a characteristic element [3, 4. The superimposed virtual network topology
operates on top of the present physical information and telecommunications infrastructure.
SDN stands for Virtual Private Network as an additional private network that extends through
shared or public telecommunications systems like the Internet. A SDN enables transferring
data across one or more computers and multiple internetworks to transmit data through shared
networks that operate as though they share the same direct node connectivity. The
development and setup process for a virtual private network operates under the term virtual

private networking [5, 67].
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FIGURE 1: DEMONSTRATION OF PROPOSED ML-BASED SDN NETWORK
SYSTEM [7]
DATAGRAM DELIVERY (DD)
The datagram delivery (DD) transmit shows the throughput of datagram Delivery represented

as:

_ @
= O Eq (1)

Similar to the point-to-point link described in [87] headers enclose the data which

travels between shared and public internetworks towards its destination point. The goal of
encryption becomes security as the system operates to duplicate private link operations. The
captured packets on shared or public networks become unreadable until the encryption keys are

provided for decryption. A virtual private network (SDN) connection contains private data that
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has been either encoded or secured. A user can establish a secure corporate Internet server
connection through the Internet routing structures using a SDN connection from home or any
other location [9, 107].

MACHINE LEARNING ALGORITHMS

They provide the Network with the capacity to take in large amounts of information and learn
tfrom it to then decide what to do with that data. Humanoid Networkics uses the following ML
algorithms. This involves training algorithms typically includes techniques like neural
networks or decision trees. For example, convolutional neural networks (CNNs) have achieved
well over 90% accuracy on benchmark tasks like object recognition [11, 127]. This method can
be thought of as a Network looking for patterns of unlabeled data For example, clustering and
dimensionality reduction for anomaly detection and feature extraction are implemented using
these methods. For example, k-means clustering has been successfully used for Network vision
data segmentation. This method requires the training of Networks by rewarding them
whenever they take a good course of action. But, more interestingly, it is well suited for

discovering complex behaviors and adaptive control [137].
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FIGURE 2: SECURE ROUTING INFRASTRUCTURE FOR INTERNET OF THINGS
(IOTS) [14]

Traditional Q-learning and deep Q-networks (DQN) algorithms are capable of achieving state-

of-the-art Network navigation and manipulation performance improvements on a subset of
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benchmark tasks. Mathematical representation of Q-learning algorithm [157. The network
correlation coefficient (r) has the following equation used for IoT-based Networks as shown in

Equation (1).

—_ (=) ~=)
) Ea(2)
Q(s,a)—Q(s,a)+ar+ymaxa’ Q(s" ,a’ )~Q(s,a) Eq (3)
RELATED WORK

The Internet of Things (IoT) stands as the prevalent notion concerning Internet expansion
during the third wave. Medical Internet of Things exists as a group of Internet-connected
medical equipment that helps health processes through procedure execution and service
delivery [167]. With the use of tiny wearable devices or implanted sensors. MIOT represents a
new healthcare technology that collects vital patient data while monitoring pathological
conditions through its system. MIOT applications that use wireless body area networks
(WBAN) to implantable medical devices have proven their ability to enhance healthcare for
people. IOMT operates as a worldwide system that links medical devices into a single network
available for universal access at any point in time [17, 187. The health industry has
transformed because of its advancing development patterns. The IOMT-based e-health
application landscape dominates wellness services which motivate millions of global human
beings to choose healthier lifestyles according to research findings in [197] and [20].
Healthcare services have developed into user-directed and accurate comprehensive customized

pervasive healthcare solutions which include 24-hour private healthcare services [21, 227].
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FIGURE 3: MACHINE LEARNING BASED IDS FOR 10TS [23]
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u(t)=Kpe(t)+Kife(t) dt+Kd(de(t))/dt Eq (4)

These are responsible for image classification, and object detection tasks to help Networks see,
interpret, and understand the visual world. CNNs have been extremely successful, with
architectures like AlexNet getting a top-5 error rate of 15.3% on the ImageNet dataset.
Research about mammalian visual cortex mechanisms formed the basis of Convolutional Neural
Networks (CNNs) [247]. CNNs reproduce brain functionality which enables neurons to analyze
various spatial patterns in visual information [257]. CNN architecture refers to an essential
mathematical approach that enables weight sharing along with local processing and spatial
pattern retention. The LeNet-5 model created by Kate and Shukla marked the first successtul
implementation of CNNs for handwritten number detection during the 1980s [26, 27].
Document recognition progressed a great deal after the model introduced gradient-based
learning mechanisms. CNNs demonstrate exceptional performance in data arrangements with
grid-like structures such as images that equal two-dimensional pixel grids. The study reviewed
the foundation of neural networks and their advanced structures alongside their primary
medical diagnostic applications [28, 297.
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FIGURE 4: DIFFERENT ATTACKS IN IOT NETWORK DATASET USED IN IOTS
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3. Machine Learning Based Deep Learning Hybridization for Optimization of Secure Routing

In today’s interconnected world, network security and privacy are more crucial than ever. As
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we rely more on digital platforms for both personal and business activities, the threats to our
online security have grown significantly. Rapid technological advancements have brought
greater convenience, but they've also introduced new vulnerabilities in how we communicate
and share data. Which helps ensure secure and private communication, especially over
potentially unsafe networks like the public internet. However, cyber threats are constantly
evolving. Sophisticated hacking techniques, data interception, and identity theft create
significant challenges for network security. Additionally, the increasing rise of surveillance by
governments, data collection by corporations, and even censorship complicate the ability to
maintain personal privacy online. The research problem centers on understanding and
addressing these growing challenges to network security and privacy. Protocols that not only
ensure secure communication but also protect against emerging threats while maintaining
privacy in the increasingly complex online world.

This research adopts a qualitative approach, focusing on the conceptual analysis of
Routing protocols through an extensive ML-based approach. The goal is to gain insights into
the operational mechanics, security features, and performance aspects of various Network
protocols. By leveraging academic papers, industry reports, and technical documentation, this

approach aims to build a well-rounded protocol function in modern network environments.
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The proposed classifier contains i to represent random units of b-layer units and y to represent
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the total b-layer units.

S(b t _ Z (b)Jb “)_’_Z (b) (lb,t—I)

zt’

Eq (8)
570 = gOs) Eq (9)
P('u_.!) —
Eq (10)
county,
flw) = totalno.oftokens’
Eq (11)
ft = U(Wf.[h(t_l)? ,’Ift] + bf)
Eq (12)

The Naive Bayes framework stands as a fast ML, model which relies upon execution of Multiple
data attributes that are assessed by the algorithm to make predictions regarding query
assignments between normal and malicious classes. The model delivers successful results

because its features operate independently from one another.

()= %)() Eq (13)

This model provides simple implementation and quick execution periods to Baselines. This
method succeeds in discrimination tasks where data contains easy to interpret structured
information. Numerous factors of decision tree functionality depend on achieving maximum

information Gain throughout data splitting procedures. Pruning techniques were used to

http://amresearchreview.com/index.php/Journal/about
AMARR VOL.3 Issue.4 2025

Page 473


http://amresearchreview.com/index.php/Journal/about

Annual Methodological Archive Research Review

http://amresearchreview.com/index.php/Journal/about

Volume 3, Issue 4(2025)

minimize chances of under fitting.
Ga)=1-y _, 2 Eq (14)

x. Particular node of decision tree.

k. Intruders packers in SQL.

The support vector machine (SVM) achieved non-linear classification optimization through the
implementation of its Radial Basis function kernel. A grid search optimization yielded optimal
performance results concerning both the C parameter and Y coefficient in the SVM model.

The SVM decision function:

()= + Eq (15)

K is the vector representing weight.

L is an input vector.
p indicated the bias term.

An ensemble model uses 1,000 decision trees learns through samples acquired randomly
by bootstrapping techniques. A feature important analysis was conducted by the analysts to
identify the best suitable features. The model implements two hidden layers which include 256
neurons per layer. The dropout operation together with Batch normalization improved both

model convergence speed and protected it from overfitting.
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RESULTS AND CLASSIFICATION OF PERFORMANCE
Algorithms are simulated before they are deployed in the real world. Simulations provide a way
to evaluate Network behaviors and interactions in controlled environments and can highlight

issues that might appear.
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e

Ci = tanh(We. b1y, 24| 4 ),

Eq (17)

Cr = fex Cu1) + iz * ét; -
Ot — O'(Wo.[h(t_l)?ﬂft] + bo)

PERFORMANCE DATAGRAM LOSS (DL)

7 Eq (19)

The indicator represents the complete total of dropped packets during transmission. The ratio
of total lost packets to all received payload determines this value. Performance of datagram
Loss Ratio vs. No of Nodes is shown below

DI = no. of datagram lost/ datagram at receiving end

TRAINING AND VALIDATION ACCURACY OF AODV
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FIGURE 7: TRAINING AND VALIDATION ACCURACY OF DEEP LEARNING
HYBRIDIZATION (AODV)
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TABLE 1: COMPARATIVE ANALYSIS OF NUMEROUS STANDARDS BASED ON

CRITICAL INFRASTRUCTURE OF THE INTERNET OF THINGS (IOT) WITH

INTRUSION DETECTION (AODYV)

Method Attack Average Delay TH1 TH2 THs3
Type Throughp (Packet (Detection  (Max Speed)
ut drop) Rate)

Passive  0.3198  0.1581 0.5814 0.9216 0.84 bps
(AODYV) Active  0.1184  0.2119 0.1985 0.3325 0.74 bps
Critical Passive  0.4555 0.3813 0.4144 0.1231 0.64 bps
Infrastructure Active  0.1986  0.5449 0.1985 0.2851 0.77 bps
of IoTs Passive  0.0416 0.2215 0.666 0.1342 0.17 bps
Active 10516  0.2331 0.155 0.531 0.45 bps
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FIGURE 12: SIGNAL STRENGTH BASED ON IOTS ROUTING NETWORK USING
SDN
TABLE 2: COMPARATIVE ANALYSIS OF NUMEROUS STANDARDS BASED ON
CRITICAL INFRASTRUCTURE OF THE INTERNET OF THINGS (I0T) WITH
INTRUSION DETECTION (AOMDY)

Method Attack Average Delay TH1 TH2 TH3
Type Throughp (Packet (Detection  (Max Speed)
ut drop) Rate)
Passive 0.2241 0.2351 0.3581 0.3216 0.94 bps
Active  0.3198 0.6581 0.4814 0.2435 0.51 bps
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(AOMDV)  Passive 0.3184  0.5119 0.6985 0.3431 0.52 bps
Critical Active  0.4555 0.4813 0.7144 0.4321 0.43 bps
Infrastructure Passive 0.4986 0.7449 0.8985 0.3531 0.67 bpS
of IoTs Active  0.2222  0.3421 0.3431 0.3451 0.76 bps

o T T T T T T T
Force Fz -

-10

-12

1 1 1 1 1 1 1
o 2000 4000 6000 8000 10000 12000 14000 16000

FIGURE 13: DEMONSTRATION OF SNR AT NOISE WITH (FZ= 10LB)
TABLE 3: COMPARATIVE ANALYSIS OF NUMEROUS STANDARDS BASED ON
CRITICAL INFRASTRUCTURE OF THE INTERNET OF THINGS (I0T) WITH
INTRUSION DETECTION SYSTEM

Method Average Delay TH1 TH3

Attack Throughput (Packet drop) (Max Speed)
AODV 0.3441 0.3431 0.3411 0.64 bps
AOMDV 0.7119 0.4985 0.5431 0.61 bps
Black hole SAODV 0.8813 0.7644 0.6321 0.72 bps
attack Proposed 0.9449 0.7785 0.7531 0.83 bps
AODV-1 0.1813 0.8844 0.8451 0.97 bps
AOMDV-2 0.2449 0.5585 0.6751 0.86 bps
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CONCLUSION AND RECOMMENDATIONS

The scientific fields show great interest in mobile ad hoc network uses. The Integration of
Artificial Intelligence & Deep Learning Hybridization plays a vital role in Software-defined
Networks (SDN). The scientific community is strongly interested in the mobile applications of
IOT networks that require Optimization of Secure Routing in the Critical Infrastructure of the
Internet of Things (IoTs) with controlled Intrusion Detection systems (IDS). Such networks
maintain exposure to numerous possible attacks because of their basic operational aspects.
Wide variety of attacks due to their inherent characteristics. A key barrier to the widespread
adoption of these IOTS. The network's two main problems are energy consumption and
security weaknesses. The routing system protects against energy depletion and security risks
in a safe manner including power crises and security challenges. The implementation of
machine learning-based optimization computations succeeded in developing an effective
solution using SDN for secure routing of data. Applying the AODV and AOMDV fuzzy
clustering method together with maximum feasible values to execute the process identification
of trusted nodes depending on values of indirect trust direct trust and recent trust. The node
intrusion detection process happens through a set threshold value. The data travels through
several hops before CHs direct it to the drain. One hybrid optimization approach, C-SSA
optimization, Studies show that the implementation of AODV and AOMDYV optimization with
its combination of SDN results in maximum effectiveness. Choosing new routing protocols in
MANET depends on the selection method referred to for optimization. This proposed method
achieves faster convergence in its operational process. The deep learning hybrid system places
storage productivity demands before everything else. The Proposed framewrok achieved a 80%
detection ratio together with a 0.99% ideal throughput and Datagram delivery rate of
0.85%,with 0.121 joules of energy, with speed 0.814 bps, with absolute latency of 0.3415 ms
when trained and tested the model with 30 system..
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